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Disposable emails shield your inbox from spam but have limits.
Summary (TL;DR)
Disposable email addresses (DEAs) are unique, short-lived email addresses used to protect a user's primary inbox from spam and abuse. They are common for online registrations, trials, and downloads, and can be canceled if compromised. DEAs act as a forwarding layer, so the real address stays hidden.
Methods include sub-addressing (e.g., user+tag@example.com), multiple aliases that forward to one inbox, and wildcard catch-all addresses. These help identify which recipient leaked an address.
Concerns exist: site administrators may ban DEAs to prevent ban evasion or because they reduce revenue from selling email lists. Hackers can strip alias tags from breached emails, and users must remember specific sub-addresses for logins and password resets.
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"Throwaway account" redirects here. For details about how temporary accounts are handled on Wikipedia, see Wikipedia:Temporary accounts.
Disposable email addresses (DEAs) are unique email addresses employed for specific contacts or uses. The term may refer both to alias- or forwarding-based addresses and to temporary email addresses or temporary inboxes created for short-term use, often with a planned lifespan measured in minutes, such as 10 to 60 minutes.


This is primarily done so that if the email address becomes compromised or utilized in connection with email abuse, the address owner can easily cancel (or "dispose" of) it without affecting their other contacts.[1]



Uses


DEAs allow a unique email address for every sender or recipient combination. They are commonly used for online registration, free trial signups, one-time downloads gated by email verification, forum and community participation, software testing and development of email-based workflows, and reducing the exposure of a primary email address when using non-essential services.[2]


It can be employed in scenarios where someone may sell or release an individual's email address to spam lists or other unethical entities. The common situations of this type include online registration for sites offering discussion groups, bulletin boards, chat rooms, online shopping, and file hosting services.


If a DEA is jeopardized/used in a manner not intended by the owner, it can be easily cancelled at any time.[3]


DEAs typically forward to one or more genuine email mailboxes where the owner receives and reads messages. The contact with whom a DEA is shared never learns the owner's real email address. If a database manages the DEA, it can also quickly identify the expected sender of each message by retrieving the associated contact name of each unique DEA.[4] If used properly, DEAs can also help identify which recipients handle email addresses carelessly or illegitimately. Moreover, it can serve as a tool for spotting fake messages or phishers.



Advantages


Ideally, owners share a specific DEA with each contact or entity. Thus, if the DEA should ever change, only one recipient needs to be updated. By comparison, the traditional practice of giving the same email address to multiple recipients means that if that address subsequently changes, many legitimate recipients need to receive notification of the change and update their records.


Additionally, because DEAs serve as a layer of indirection between the sender and recipient, if the DEA user's actual email address changes for any reason, the user need only update the DEA service provider about the change. Afterward, all outstanding DEAs will continue to function without updating.


As DEAs can be restricted to one recipient, owners can more easily identify likely point of compromise for any spam that the account receives. This allows users to determine the trustworthiness of the people with whom they share their DEAs. "Safe" DEAs that have not been abused can be forwarded to a real email account, while messages sent to "compromised" DEAs can be routed to a special folder, sent to the trash, held for spam filtering, or returned as undeliverable if the DEA has been deleted.[4]



Methods



Sub-addressing


A number of email systems support sub-addressing, also known as "plus" or "tagged" addressing,[5][6][7] where a tag can be appended to the Local-part of an email address but with the modified address being an alias to the unmodified address. For example, the address joeuser+tag@example.com denotes the same delivery address as joeuser@example.com. The text of the tag may be used to apply filtering, or to create single-use addresses.


If available, this feature can allow users to create their own disposable addresses.[8] However, this system reveals the user's delivery address to email recipients.



Multiple email aliases


Another approach is to register multiple auxiliary email addresses as aliases which forward all mail to one main address. The advantage of this approach is that the user can easily detect which auxiliary email is receiving spam and block or dispose of it.


Some services require additional time to set up forwarding, but others allow the spontaneous creation of new addresses without having to register them with the service in advance. 


Although this method allows storage and access of all emails from a single account, some services require separate passwords for each alias.[citation needed]



Wildcards


Another method is to use a catch-all address and forward mail to the real mailbox using wildcards. Many mail servers allow the use of an asterisk (*), meaning "any number of characters". This makes the whitelist automatic and only requires the administrator to update the blacklist occasionally. In effect, the user has one address, but it contains wild-cards, e.g., "me.*@my.domain", which will match any incoming address that starts with "me." and ends with "@my.domain." This is very similar to the "+" notation, but it may be even less obvious since the address appears to be completely normal.



Concerns



Restrictions by site administrators


Some forum and wiki administrators dislike DEAs because they obfuscate the identity of the members and make maintaining member control difficult. As an example, Internet trolls, vandals, and other banned users may use throwaway email addresses to circumvent bans,[9] and using a DEA provider can streamline this process.[10] Website operators expecting to generate revenue by selling user email addresses may choose to ban DEAs due to their low market value. There are several lists available to help detect DEA domains, as well as managed services.



Effectiveness


Although sub-addressing can help individuals detect when breaches occur and avoid incoming spam, they are not always effective. Hackers that obtain email addresses in a data breach may strip the alias portion of the email address before selling or releasing them publicly, allowing emails to be forwarded directly to the primary address. [11]



Logging in/resetting passwords



If an account is created with a sub-address, account access occurs through both the main email and sub-address. This means that the owner will need to remember the specific sub-address used in order to log in or reset a password.[11]



See also


	Guerrilla Mail

	Email alias

	Email forwarding
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